Data Processing Notice

The Cyber Choices Team from the East Midlands Special Operation Unit engages with individuals as part of the
national Cyber Choices programme. The intent is to:
e |dentify, divert and educate those who may be at a greater risk of engaging in cybercrime offending
with a view to reducing that risk and safeguarding individuals
e Engage with those who have committed cybercrime offences with a lesser degree of harm or a victim
who does not seek prosecution and offer alternative or restorative justice approaches to dealing with
the case

e  Assist partner agencies in rehabilitating those convicted at Court of cybercrime offences

In order to achieve these objectives, EMSOU holds data about you and the work undertaken with you.

The lawful basis for processing your data under the UKGDPR is as follows:
e Personal data: UKGDPR — 6(1)(e) Processing is necessary for the performance of a task carried out
in the public interest or in the exercise of official authority vested in the controller
o DPA 2018 Section 8 (c) the exercise of a function conferred on a person by an enactment
of law or rule of law
e Special Category data: Part two GDPR, Article 9(2)(g) Substantial public interest, on basis of law
o DPA2018, Schedule 1, part 2 — 18. Safeguarding of children and of individuals at risk

Processing of personal information will also take place for a law enforcement purpose, when

processing is carried out under the DPA2018, Part 3:

e Personal data: prevention, investigation, detection or prosecution of criminal penalties this will
be for the Law Enforcement purpose (DPA Section 31)

¢  For sensitive personal data Schedule 8 (1): For statutory purposes — (a) necessary for the exercise
of a function conferred on a person by an enactment or rule of law

In order to achieve these objectives, EMSOU, and the forces within the region hold data about you and the
work undertaken with you. EMSOU are administratively managed by Leicester Police. The data we hold is held

on secure systems and processed in accordance with the Leicester Police Privacy Notice, which you can read

more about online at: https://www.leics.police.uk/hyg/fpnleic/privacy-notice/

You have certain rights to request data about yourself. You can read more about accessing these rights and
how we meet our obligations under the Data Protection Act 2018 at the above link or you can email

data.protection@Ieics.police.uk

If you have specific questions about the Cyber Choices team and the work undertaken with you, you can reach

the team at: cyberchoices@leics.police.uk
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